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INTRODUCTION

The COVID-19 pandemic caused many disruptive, un-
expected and unprecedented changes that affected the
global economy and industrial world across many sec-
tors. Among those mostly impacted stands the manu-
facturing industry.

In light of these new circumstances, the corporate and
institutional world is facing a crucial question:

How is work being performed and organised?

In many countries companies belonging to different in-
dustrial sectors that are not directly connected to the
manufacturing of essential goods have been forced to
shut down their physical operations for an uncertain
duration and alter their operational activities to remote
modes when possible. In all cases, even when physical
presence was allowed or needed, several constraints
forced companies to radically rethink the physical
workplace and the organisation of work and to rapid-
ly take action to ramp-up operations and create safe
workplaces for the new normal.

Even after the COVID-19 emergency is over, compa-

nies still need (and will need to continue for quite some

time) to rethink the workplace organisation in the fol-
lowing main directions:

e Enable workplaces that foresee a hybrid mix of
physical and virtual and/or remote activities.

e Design workplaces complying with governmental
regulations, local authorities’ standards and recom-
mendations such as social distancing measures or
agreements with social parties.

e Develop a culture of responsibility and self-aware-
ness on work health and safety and employee pro-
tection.

e Establish resilient workplaces which are able to
deal with an uncertain environment and with short-
and long-term worker shortages or unavailability.

Advanced digital technologies have been pointed out as
one of the main enablers that differentiated successful
responses to these challenges. However, as already an-
ticipated by existing literature on digitalised workplac-
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es, technological changes in the way work is being per-
formed and organised require also a significant change
inthe organisational culture and leadership models. Im-
portantly, the introduction of new technologies should
be coupled with the redesign of work in terms of roles
and responsibilities to yield success?.

In this white paper, we will explore the main challeng-
es and responses by industrial companies that arose
from the COVID-19 pandemic, concerning work and
workplace design and organisation. In particular, we
will focus on those practices that can be considered
substantially new in industrial settings, compared to
the “normal” evolution that we were witnessing before
the pandemic in terms of technological and organisa-
tional progress. Moreover, we spotlight practices that
are expected to be maintained for a substantial time,
even after the pandemic may find its end. We capture
this nascent set of practices introducing the concept of
Industrial Smart Working (ISW).

Indoing so, emphasis lies on work design and workplace
organisation, defined as a socio-technical system, that
is a system that is designed and managed considering
both the technical aspects (i.e. enabling technologies,
and business processes) and the social aspects (i.e. work
organisation, management, leadership, and culture).
Specific attention is paid to human-centred production
systems where the role of human work is paramount to
their performance and success, and where new tech-
nologies support humans with an augmentation per-
spective, and, not vice versa. These contexts are expect-
ed to have a higher complexity in the transition towards
smart working paradigms.

Although the need for new skills and competencies on
the one hand, and the need to reconsider the role of in-
dustrial relations and new participation models on the
other hand will be acknowledged, these aspects will not
be central to our discussion (for further deepening see
Back to the Future white paper New Industrial Relations:
How manufacturing will change in a post-Covid world)
The rest of the paper is organised as follows: In the up-
coming section, the context is described and challeng-
es that emerged during the COVID-19 pandemic and
companies’ responses to overcome these challenges
are outlined. Based on this, the concept of Industrial
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Smart Working is introduced and its characteristics are
discussed. Then, the opportunities of ISW scenarios are
described for the post-COVID era. Also, recommenda-
tions concerning the main challenges of adopting ISW
in future workplaces are derived. The final section con-
cludes reporting the key findings and lessons learned to
stimulate future action.

CONTEXT

Challenges and responses

The global disruption caused by the COVID-19 pan-
demic has forced people, organisations, processes,
operations, and the use of technologies to adapt and
rethink themselves in unprecedented ways to prevent
drops in productivity, output and employment. Some in-
dustrial companies are proving their resilience in face
of the pandemic, while others are either undergoing
major disruptions, or are forced to shut down all oper-
ations entirely.

At the core of companies’ ability to cope with the chal-
lenges posed by the pandemic are new approaches in
work organisation, workplace, work time, and work
tools supported by innovative technologies and appro-
priate cultural and leadership models. Overall, these
modifications were aimed at building a resilient organ-
isation that is able to cope with change and rebound
from the pandemic’s far-reaching impact.

In this regard, companies enacted several measures,
depending on their industry, type of activity, severity
of the impacts by the pandemic in their country/region,
but also depending on their technological and organi-
sational readiness, as well as their resilience capability.
In fact, many of the responses have been made possible
by previous (significant) investments in advanced digi-
tal technologies, but also in workplace organisation and
culture inducive of flexibility, participation, and contin-
uous innovation.

The changes that we are observing can be traced back
to three main aspects:

e Introduction of remote or virtual work practices.
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e Increased attention and awareness of work safety
and employee protection measures, including psy-
chological safety and mental health and well-being.

e Flexible work time.

Most of these changes were already on their way before
the COVID-19 outbreak. However, they were main-
ly introduced as pilot projects or isolated implemen-
tations with certain, but limited organisations on the
forefront of implementing new and innovative models.
Remarkably, most of the changes have been significant-
ly accelerated, amplified or adapted as a consequence
of the challenges faced by companies to (re-)organise
the work of their employees during the COVID-19 pan-
demic. We therefore focus on those changes that are
considered as a more specific answer to the needs and
restrictions imposed by the pandemic. Besides the spe-
cific needs for resilience, social distancing, and safety
linked to the pandemic, we emphasise those changes
that are highly promising in the new normal. Specifically,
we focus on those changes that are expected to deliver
significant advantages especially when implemented in
a less radical way once the constraints and regulations
will be eased or suspended.

We summarize these changes in the concept of Indus-
trial Smart Working (ISW), which we define as the
set of new working practices in a socio-technical system -
comprised of people, work-organisation, technologies, and
business processes - that are oriented at making operations
more flexible, resilient and safe while keeping organisational
and workers’ performance high.

The concept traces back to smart/flexible working mod-
els that were already in existence in clerical work and
service industries, even before the Coronavirus health
emergency?. However, when implemented in industrial
settings and applied to manufacturing activities, addi-
tional — often severe - challenges arise. In particular,
among others:

e More limited transferability of physical activities to

aremote or virtual mode.

e Importance of a whole experience, including “all
senses” when monitoring production facilities.
Need for synchronous work of workers along a pro-

L




duction line or within a manufacturing cell.

e More command and control culture in industrial
settings.

o Traditional habit of problem-solving at the physical
location.

« Emphasis on stability, reliability, and routines in the
everyday operations in contrast to adaptability and
flexibility.

As a consequence, specific considerations and recom-
mendations for decision-makers should be developed
to introduce ISW practices successfully. Particular at-
tention should be paid to the actual performance of
current ISW experimentations since evidence shows
conflicting results: in many cases companies are experi-
encing increases in productivity, safety, quality of work,
and worker engagement and satisfaction, but in other
conditions, productivity losses, reduction of coordina-
tion and management effectiveness, workers’ discon-
nection, work stress increase and excessive demands,
among others.

In what follows, we describe the main responses to
work organisation challenges in the pandemic and the
main enablers that emerged.

Remote or virtual work practices

The most evident consequence of the COVID-19 out-
break on how work is performed, has been the need to
relocate on-site physical presence to a remote or virtu-
al manner as much as possible. Companies that have al-
ready been well-experienced regarding smart and flexi-
ble work in clerical activities and that had invested inthe
past into the digitalisation of the shopfloor were able to
transfer also some (or most of the) white-collar activ-
ities to the virtual space. In particular, jobs that were
more often transformed into remote work are the ones
connected to management and control of operations
activities. Execution activities in an operations setting
are the ones that are much more difficult to be success-
fully transferred. Examples are: maintenance, quality
control, testing and commissioning, audits, among oth-
ers. As in the case of clerical smart/flexible work, the
key enablers to successfully apply virtual/remote work
are technology, organisation and management, as well
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as culture and leadership styles.

Among the most important enabling technologies for
remote or virtual work practices in industrial activities
are: processdigitization or real-time data collection, vir-
tual and augmented reality, digital twins and advanced
simulations, virtual collaboration technologies, artificial
intelligence and machine learning, cobots and robots. A
technological consideration that appears to be specifi-
cally relevant in the context of ISW is cybersecurity.

At the same time, remote or virtual work requires an
organisational and managerial culture supportive of
trust, autonomy, openness and goal-orientation instead
of procedural and execution control, monitoring, hier-
archical, or silo thinking and in-presence control and
supervision.

In this light, existing working environments oriented
towards lean principles and continuous improvement,
with a focus on employees’ autonomy and contribution
accompanied by a team mind-set, have shown a higher
readiness compared to other companies

Work safety and employee protection measures
The central role of employees’ health and safety in in-
dustrial workplaces is clearly not new. Yet, a renewed
emphasis and a higher awareness of the individual and
company-level responsibility on employees and social
system healthis certainly an integral part of the current
pandemic.

Safety measures and guidelines have been defined by
governments and relevant bodies and authorities, and
companies developed specific practices and solutions
to implement them. As in the other ISW practices, both
technology and organisational culture have demon-
strated to be key enablers.

On the one hand, several digital technologies promise
to support in a very effective way the need to trace em-
ployees’ health and to monitor their health conditions.
On the other hand, digital technologies can be used to
calculate and warn about possible infection risks, to
facilitate social distancing measures, etc. These appli-
cations of digital technologies recall the model of the
‘healthy operator”,i.e.asmart and skilled operator who
performs work using new technologies, such as smart
wearable solutions including data analytics and hu-
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man-machine interaction technologies, as well as new
work-methods to deal with risks that are prevalent in
manufacturing environments. If these technologies are
integrated with workforce management systems, they
also allow for a higher resilience of the overall organi-
sation on account of a better ability to deal with short-
or long-term absence or leaves. Some key challenges
related to the use of these technologies are significant
risks related to privacy issues, increased work intensi-
ty and harmed mental health. Due to that, the level of
acceptance of monitoring technologies by employees is
generally low.

From a technological perspective, it is also important to
recognise safety risks which emerge from greater inter-
dependencies between technology and humans and be-
tween complex technological systems, combined with
increasingly autonomous machines. New health and
safety standards and improved systems of occupational
health and safety management need to keep up to date
with these emerging risks. Crucially, psycho-social risks
are increasingly taken into account, and will need to be
understood and effectively managed alongside physical
risks.

With respect to organisational factors, employee com-
pliance with safety measures is a pivotal part of the
equation. Compliance in turn depends on effective
leadership, work design, and culture, such as having a
strong safety climate in which operators trust that man-
agers genuinely value and prioritise safety*.

As a response to the pandemic, centrality has been put
on the awareness and individual responsibility of one-
self and others’ health at work, as well as the social re-
sponsibility and ownership of companies for the protec-
tion and safety of their workers.

Flexible worktime

Flexible work time has been one of the responses put
in place by companies to restart their operations dur-
ing the health emergency to guarantee social distancing
during entrance and exit times, breaks, shift changes,
etc. Flexible work time refers to the definition of flexible
time slots for the start, end, and break time at work. Two
main challenges have emerged to enable this practice,
i.e. the existence of appropriate planning systems to
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manage this flexibility - in most cases new software, or
functionalities integrated into the Workforce Manage-
ment Systems, and the organisation of team or inter-
dependent activities. In particular, specific criticalities
emerge in clock-face production lines or cells where ac-
tivities of different workers are highly interdependent,
since their presence should be synchronized, thus lim-
iting the flexibility space. Sometimes, the consequence
of social distancing and flexibility measures is a higher
amount of individual (instead of team) work. Also, key
enablers of these solutions have been proven to be a
culture of flexibility among workers, and organisation-
al models that give space to autonomy and trust since
work time flexibility might imply the absence for some
time of supervisors and managers. Also, collaborative
and positive industrial relations have been proven to
be critical to support the development of appropriate
agreements between the company and the employees.
While these practices started as a response to a specific
need arisen from COVID-19 outbreaks, in most cases
they brought significant advantages in terms of reduced
absenteeism and higher workers’ satisfaction, due to a
better work-life balance/integration and, consequently,
a higher social sustainability of work systems. Compa-
nies that provide ISW settings can be expected to be
considered as an “employer of choice” and can benefit
from the ability to attract and retain workers. Moreo-
ver, if coupled with virtual or remote work, work time
flexibility could open up an important opportunity to
hire/employ specialized workforce from different time
zones during night shifts, to overcome the typical short-
age of skilled workers in inconvenient time schedules.

Resilient culture and organisational models

Resilience has been largely cited as the core capability
for companies to react effectively to the crisis and chal-
lenges posed by COVID-19. Firstly, a resilient working
environment and organisation is predominantly one
that is able to quickly adapt and respond to the new
context, challenges, and working conditions. Secondly,
itisanorganisationthatis able to operate and cope with
continuous uncertainty without losing its effectiveness.
In particular, the ability to deal with short- and long-
term workers shortages, or unavailability has shown to
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be of primary importance in the context of a pandemic
thisscale. Finally, itis asystemthatisable toreconfigure
itself according to new requirements. During the times
of deepest COVID-19 crisis, there evolved many exam-
ples of companies that quickly rebounded and adapted
to the new constraints, regulations, and working condi-
tions to restart their operations in the smoothest and
most effective way possible. In addition, notably, a num-
ber of companies completely reconfigured their opera-
tions during the emergency with the intent to produce
and compensate for the increased demands in essential
goods such as masks, gowns, medical devices, sanitisa-
tion goods, and even ventilators, etc.

As such, resilience is both part of the ISW paradigm, as
well as a key enabler to it. Resilience is a core capabil-
ity enabling a shift towards the new practices of ISW,
that require completely new mind-sets, routines, and
organisational practices, starting from the operational
sphere up to the managerial level. Nevertheless, resil-
ience is also the result of being able to implement ISW
in an effective way and, thus, being able to recover from
the implications caused by the pandemic.

In the case of resilience, technology has a partial role
as an enabler, while organisational culture plays a key
role. Specifically, continuous learning attitude, open-
ness, responsiveness, adaptability, and a substantial
human-centred perspective evolved to be crucial in this
respect. Participatory organisational models, in which
workers’ involvement in continuous improvement and
innovation activities is core, proved to be an essential
component of resilience and reconfigurability. In these
contexts, employees and workers were fully involved
and contributed to finding the appropriate redesign and
reconfiguration to suit the new needs and constraints
(e.g. redesign of workplace layout and spaces for safety
measures).
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OPPORTUNITIES
AND RECOMMENDATIONS

Opportunities

Moving forward from the initial experiences of compa-
nies forced by the shutdowns, or constraints and regu-
lations to guarantee worker safety and social distanc-
ing, we envision a future scenario of ISW. The future of
ISW specifically implies the conversion of practices that
companies were experimenting with and that proved
to be beneficial into industry best practices helping to
improve organisational performance and the quality of
work, equally.

The ISW paradigm in the new normal is described in
terms of key characteristics, enablers, and outcomes in
line with Figure 1.

Figure 1.

The future ISW production system is sketched by a
manufacturing cell or line that operates fulltime, where
workers are only physically present at planned slots and
in the case of unplanned disruptions, or emergencies. A
digital twin of the manufacturing cell allows the team to
have full transparency of all operations in real-time.

The manufacturing cell is loT-enabled and “smart’”
Smart means that the cell is learning from experience
and using Al to suggest adjustments or improvements,
approved by the responsible worker. The cell is auto-
mated, yet flexible. Cobots are used where human judg-
ment and flexibility is appropriate and the material flow
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is semi-automated.

The team operates in an open mode by sharing data on
a cloud-based platform that enables internal and exter-
nal actors toimprove the team’s internal processes. The
operators’ work time is almost evenly divided between
direct and indirect work. The team also works flexibly
from home with further education and work tasks.

At the same time, in the ISW production system, most
of the management, control, continuous improvement,
and collaboration activities are performed in a hybrid
virtual and physical mode with the support of digital
technologies. Advanced digital technologies support
the transition of shopfloor management and Kaizen ac-
tivities, such as shift change meetings, or Gemba walks,
inavirtual setting.

Also, shopfloor management approaches and methods
evolve to face the need to manage and supervise a mix
of physical and virtual workers and activities.
Moreover, ISW is characterized by blurred boundaries
between blue and white collars. The new worker - the
‘Operator 4.0" - is responsible and accountable for
performance, problem-solving, and interaction with
technical functions. At the same time, Industry 4.0 tech-
nologies take away from workers the more routine and
less value-added activities and allow to assign workers
more cognitive activities and roles. Thus, the ISW sce-
nario includes also the emergence of the so-called “grey
collar”roles.

Virtual shopfloor management is expected to result in
increased productivity and effectiveness, higher speed
of feedback, and easier problem escalation. Besides
this, real-time data availability enables an improved
ability for workers to act on problems and to provide
improvement suggestions which ultimately leads to
higher motivation and engagement of the workforce.
To ensure higher flexibility, ISW comprises advanced
workforce management systems to accommodate
work time flexibility, required by the production sys-
tem, or by the employees. Work time flexibility extends
beyond the choice of entrance and exist times, to in-
clude also shifts types and rotation, permits and holi-
days. These systems match workers with the required
activities, in both remote and physical modes, on the
basis of the skills required and available, but also tak-
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ing into account the physical conditions, or limitations
of the workers. This flexibility in work time and work-
ers’ allocation allows for productivity increases, as well
as higher resilience in the face of recurring workforce
absence, or shortages. At the same time it brings also
higher health, safety, and well-being, resulting in a high-
er social sustainability of the work system.

Additionally, ISW includes an advanced health and
management system that refers to both the new, but
also more traditional physical health risks, as well as to
mental health considerations. This system is enabled
by digital technologies and is supported by appropri-
ate leadership, work design, and cultural models that
drive a strong safety climate and foster a high aware-
ness of individual and company level responsibility. This
renewed attention and awareness on employee health
and safety should help to design better and higher-per-
forming workplaces.

The ISW production system is resilient, both because it
uses work practices that allow for flexibility in the work-
place, time, and tools and because it develops a culture
of openness and adaptability, a continuous learning at-
titude, as well as a high responsiveness of individuals.
The human-centred and participatory approaches to
changes and adaptations are at the core of the ISW par-
adigm.

In this context, the “smart” label also takes a different
meaning. Smart work design describes work that is, for
the individual employee, experienced as stimulating
(e.g., uses and develops skills), enables mastery (e.g.,
provides feedback and clarity), supports human agen-
cy (e.g., allows worker autonomy and influence), is re-
lational (e.g., has team spirit, social support), and has
tolerable demands (e.g., reasonable workloads, shifts,
etc.)é. Overall, this suggests a high quality of work of
ISW production systems.

Organisational performance is also improved. In a
well-implemented ISW production system the compa-
ny experiences an increase in productivity, especially in
monitoring and coordination activities, but also in ex-
ecution activities that require expert support, such as
maintenance or audits. Benefits are also achieved on ef-
fectiveness, flexibility, time-reliability, safety, and ability
to guarantee business continuity.
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As much as ISW promises to be “good for the system
and good for people”, a number of challenges are still to
be faced. Some of them are:

e The need to find the right balance and best inte-
gration between the physical and digital worlds to-
wards cyber-physical systems.

e Solutions to overcome the lack of “all senses” ex-
perience coming from the use of industrial applica-
tions of augmented reality.

e The risk of reduced collaboration, creativity, and
communication across an organisation.

o Effective, new planning and control systems, includ-
ing new performance measures for the production
system and advanced workforce planning capacity.

o The ability to manage workers” autonomy.

e Thesituational adoption and adaptation of manage-
ment through “presence and control” versus man-
agement based on “trust, cooperation, flexibility,
and delegation”.

« Theimplementation of supportive leadership styles
and the limitation of authoritarian and hierarchical
behaviours. Managers need to shift from a tech-
no-centric mind-set to a human-centred one.

e The alignment of organisational and human re-
source management systems to the new working
models, such as changes to recruitment and selec-
tion, training and development, appraisal and pro-
motion.

Recommendations

The analysis of the current experimentations and the
proposed ISW scenario for the post-COVID-19 era al-
lows drawing some recommendations about the oppor-
tunities and challenges of adopting an ISW paradigm in
future workplaces.

ISW is a new, viable opportunity and not just a tem-
porary solution to face the emergency.

ISW proves to be an opportunity to improve both or-
ganisational performance and the quality of work. If
correctly designed and implemented, ISW can be “good
for the system and good for people”.
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ISW is a new organisational model that includes a set
of interdependent work practices.

While remote work is the more evident aspect associat-
ed with the concept of ISW, a more complete implemen-
tation of this paradigm includes an increased flexibility
inthe time of work and a better quality of the workplace
with specific reference to its healthiness and safety. All
of these aspects combined result in a higher resilience
of the work organisation.

ISW requires to find the right balance to make the
most out of it.

A radical implementation of ISW aspects presents a
high risk of drawbacks counteracting the advantages
experienced. A balanced implementation of the differ-
entaspectsis expected to guarantee the best outcomes.
In particular, a balance should be found in the following
areas:

e Physical vs. remote work

e Individual vs. teamwork

e Autonomy vs. supervision

e Self-management vs. guidelines/ instructions

e Corporate goals vs. individual goals

ISW should be designed as a socio-technical system.
The introduction of new technologies, when not done
properly, has the potential to undermine smart work de-
signs and lead to low-quality workplaces. This calls for a
socio-technically-oriented approach in which the work
design of operators is proactively considered alongside
the implementation of technologies. ISW design would
also benefit from a trial-and-error approach for joint
optimisation of technology and organization and a cul-
ture of experimentation. However, an understanding of
socio-technical systems approaches is generally lacking
amongst many CEOs, managers, and technology de-
signers. Consequently, the transformation will require
significant investments in upskilling, training, and build-
ing awareness about the value of said approaches.




Quality work should drive ISW design choices to-
gether with productivity and organisational perfor-
mance.

When work is designed to be smart, not just from a
technological perspective, but also from a psychological
one, it supports employee mental health and well-being,
job satisfaction, employee commitment, and safety. En-
gendering such outcomes is critical, especially at a time
when mental health concerns are a growing challenge.

Digital readiness is fundamental for the ISW transi-
tion.

The digitalisation of the production system and the
implementation of a number of advanced production
technologies are essential enablers of ISW. At the same
time, cybersecurity becomes a key challenge and point
of attention in anincreased virtual productions system.

Cultural and leadership models are key enablers of
ISW.

The successful adoption of ISW largely depends on
organisational cultural factors and leadership styles.
Implementing new technologies needs to be comple-
mented by cultural changes that facilitate the new work
approaches. Openness, transparency, and collaboration
are core cultural traits. Similarly, supportive leadership
styles are essential to enable ISV by empowering em-
ployees. Cultural and leadership models need to be cen-
tred on participation, flexibility, and autonomy:.

ISW requires new digital and soft skills.

The introduction of digital technologies in the produc-
tion system leads to new digital skills to be developed
among workers. Similarly, the new organisational mod-
els, the required higher level of autonomy and account-
ability, the greater rate of individual work, as well as
the increased awareness of personal and others health
protection necessitate a number of new skills among
production workers. These new skills range from ad-
aptability, openness, and complex problem-solving to
communication and collaboration.
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New industrial relations approaches.

Having a strong employee representation can help to
ensure organisational decision-makers pay attention to
human and social issues, alongside technological ones.
Also important for fostering a good balance between
social and technical systems are supportive national
employment policies, active labour market policies, and
appropriate health and safety legislation. A specific at-
tention of industrial relations is expected on the emerg-
ing category of home or distance workers, that require
reconsideration of established industrial relations ten-
ets.

Support policies at industry, national, and regional
level are needed besides the single company effort.
Wide-ranging implementation of ISW requires support
actions and policies that extend beyond the organisa-
tional level. As such, policies that establish conducive
frameworks for bringing ISW to the forefront need to
be developed. At the industry, but also at the national,
and regional level, incentives and support mechanisms
are vitally important.

CONCLUSIONS

Among the many challenges posed by the COVID-19
pandemic on industrial companies, a central part is
played by the need to rethink work, workplace design
and organisation. This White Paper focuses on the re-
sponses enacted by companies to tackle these challeng-
es, summarized under the concept of Industrial Smart
Working. The overarching question was: How is work
being performed and organised?

A first key insight of this paper is that the challenges
that accrued in the pandemic up to now can be trans-
formed into significant opportunities for the future. In
fact, ISW does not represent a temporary solution, but
marks a long-lasting change to the work environment
that will undoubtedly remain on companies’ agendas, as
it might offer major advantages, also in the long-term.
Resilience represents a fundamental trait of ISW. First-
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ly, resilience is a constitutive element in the ISW para-
digm and, secondly, resilience acts as a key enabler of
ISW. As a consequence, both a resilient culture and or-
ganisational models are pivotal for successfully estab-
lishing ISW practices.

In order to achieve resilience, ISV redesigns the work-
place and how work is being performed and organised
using a set of interrelated practices that are conceived
taking a socio-technical perspective which comprises a
joint approach to technical aspects (i.e. enabling tech-
nologies, business processes, etc.) and social aspects
(i.e. work organisation, management, leadership, and
culture). Companies must adopt such a joint consider-
ation of technology and organisation to break from tra-
ditional work designs approaches taking into account
possible impacts of implemented technologies.
Likewise, preserving and reinforcing ISW goes well be-
yond the implementation of technology. Organisation
and managerial culture, as well as leadership models are
equally important enablers. Thus, organisations must
carefully consider the complementarities and interde-
pendencies, in order to reap positive effects of ISW.

An essential implication of ISW is its hybrid nature. This
means that ISW characterizes a workplace that encom-
passes different working modes (e.g. physical-remote,
individual-team work, etc.). Hence, ISW predominantly
comes into being by mixing different modes, which in-
evitably result in the need for finding the right balance
between them. As a consequence, the configuration of
the new normal in respect to work and workplace or-
ganisation is a complex endeavour.

Ultimately, a number of open challenges are associated
with ISW, which must be carefully addressed to be able
toredesignindustrial workplaces in away that allows to
benefit from the various possible advantages that ISW
offers. In this light, ISW requires systemic support ac-
tions and policies that extend beyond the organisation
level.

As future steps for the spreading of ISW as a best prac-
tice for the new normal, we also foresee the develop-
ment of specific tools and methodologies that might
support companies in defining their own adaptation of
the ISW paradigm and in measuring their progress to-
wards it.
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ANNEXES

The Maritime Case : The Digitalisation of Shop Floor
Management Beyond COVID-19

Headquartered in Norway, the firm produces technolo-
gical products for the maritime industry and has been
implementing lean management principles since 2015.
The lean management principles are primarily in use
within shop floor teams but also in middle- and senior
management teams. In 2018, the company transitioned
its analogue Kaizen system (with whiteboards and sug-
gestion cards) to a digital online solution based on Mi-
crosoft® Teams and Planner. A detailed analysis of this
transition highlighted that multiple areas which have
been tackled since then improved as a result of the digi-
talisation of the Kaizen system.

At the time the company was faced with the challenges
posed by the COVID-19 pandemic, the case company
appeared to be somehow prepared for the need to
further digitalise the Shoop Floor Management (SFM)
system. The main element pushing to an increased digi-
talised SFM have been the restrictions on the physical
presence. In response, the physical presence of both
middle- and senior management on-site has been chan-
ged. In fact, in order to reduce the risk of transmitting
infection, all administrative and support staff were in-
structed to work from home. This has resulted in the
higher empowerment of front-line leaders to take re-
sponsibility for day-to-day operations.

Apart from this, a number of SFM aspects have been
further transitioned to a virtual space. Firstly, as part
of its lean leadership program, the company implemen-
ted Gemba walks in 2017. Rather than dropping these
completely in light of COVID-19 restrictions, the pro-
duction manager continues to walk the Gemba 2-3 eve-
nings per week to maintain a connection with the phy-
sical operations. However, the site is otherwise empty
and any observations or findings must be discussed
virtually with the team leaders and operators, in retro-
spect.

Moreover, most of the other SFM activities are perfor-
med virtually by now. Describing the new way of wor-
king, the Vice President (VP) for Supply Chain states:
“We operate the same as before, only we meet in (Mi-
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crosoft) Teams”. As such, it was clear that Teams and
Planner had been further adopted as the platforms for
coordinating and managing operations throughout the
firm. “Teams provides a very simple means for sharing
information and communicating with others - despite
restrictions for physical meetings”. In the meanwhile,
all SFM occurs on Teams - from daily production status
meetings, weekly Kaizen team meetings, department
meetings, to management meetings. For example, to-
gether with the team leaders, the production mana-
ger participates in a weekly planning meeting every
Monday, a status meeting on Tuesday, and a review
meeting every Friday. Friday meetings are structured
using Achievements, Benefits, Concerns and Do Nexts
(ABCD) which is further communicated to the VP Sup-
ply Chain as input to the senior management meeting
on Monday mornings. The production manager explains
that: “In the beginning we met every single day, but now
things have normalised”.

“Teams has become the digital office” adds the VP Supply
Chain. Another example of this development towards a
more digitalised daily business, is the departmental me-
eting agenda structure which is created with Planner
buckets for each production team. Moreover, Planner is
used for Health, Safety and Environment (HSE), ABCD,
strategic actions, new product introductions, and risk
management. There is even a bucket for “good news”
where employees can upload pictures and text to cele-
brate achievements and successes. In addition, there is
a PowerBI app for performance management and Key
Performance Indicators (KPls). The work teams have
also initiated the usage of a colour code system for ma-
naging the prioritisation and escalation of problems and
improvements.

To conclude, digital collaboration technologies repre-
sent a very useful and beneficial platform for the digita-
lisation of SEFM. Possibly, this could very well be comple-
mented with new forms of Gemba walks which include
combining virtual- and physical mobility to further di-
scover challenges and opportunities for improvement*.
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The Ansaldo Energia Case: Cyber security and Smart
Maintenance to support business continuity
Ansaldo Energia is a leading international player in the
power generation industry, to which it delivers an in-
tegrated model embracing turnkey power plants con-
struction, power equipment, manufacturing and ser-
vices and nuclear activities. In the last years, Ansaldo
Energiahas launched inan ambitious program of Digital
Transformation (DT) covering all the processes along its
value chain and keeping the human capital in the cen-
tre in order to increase its competitiveness facing the
global challenges of the Energy market. In the realm of
practical action, two main DT initiatives have been lau-
nched:

e The Byte2Energy project aimed to improve the in-
tegration of product and service into a servitisation
model enabled by digital platforms;

e Theempowerment of the manufacturing process as
the Factory of Genoa has been selected as the first
Lighthouse Plant of the Italian Industry 4.0 Natio-
nal Plan.

Both initiatives have generated significant impact on
the process, organisation, mind-set, and skills of Ansal-
do Energia.

Within this context, two specific projects resulted to be
key enablers to manage the impact of COVID emergen-
cy and ensure the resilience of Ansaldo Energia opera-
tions.

IT/OT Cyber Security

During the COVID-19 crisis, continuity of the activities
in alignment to the Government prescriptions could be
guaranteed by the implementation of a remote/smart
working platform enabling more than 2000 employe-
es worldwide to manage all of those processes that are
not strictly related to manufacturing and other physi-
cal activities. To achieve this shift in a very short time a
powerful, integrated action plan has been launched on
top of the implementation of new technology. Essential-
ly, the action involved the revision of processes, organi-
sation, as well as cultural aspects.

One key aspect that has shown to be central in such an
approachis Cyber Security of both IT and OT systems.
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For what concerns IT, the increase of digital tran-
sactions, both internal and external to the company, has
drawn specific attention to limiting Cyber Security risks
related to human behaviours. On the one hand, speci-
fic processes have been put in place to prevent infor-
mation misuse and on the other hand, a cultural change
aimed at pushing a stronger discipline by users to un-
derstand the value of the information - especially when
this is strictly connected to the Corporate IP.

For what concerns OT, the high level of connection of
equipment, machines, and systems both inside the fac-
tory and with the external partners increases the risk of
cyber threats that potentially have a negative impact on
operations continuity as well as on workers’ safety.
Also in this case a change in the mind-set of people and
a strict discipline have been developed to mitigate OT
cyber threats. In addition, a Security Operation Centre
devoted to risk monitoring and crisis management has
been introduced.

Remote and Predictive Maintenance

Ansaldo Energia has introduced advanced digital te-
chnologies to support the introduction of innovative
maintenance models.

In particular, the development of loT platforms suppor-
ted by Advanced Sensors and Big Data has been de-
ployed both toward the customers (through the Byte-
2Energy approach) and to the suppliers (through the
Lighthouse Plant project).

The possibility to extend the outage frequency based
on the analysis of data coming from the field operations
can generate benefits in terms of efficiency and effecti-
veness of both gas turbines working in the Customers’
Power Plant and of Suppliers’ Plant and Equipment
working in the Genoa Lighthouse Plant, enabling in-
novative approach such as predictive diagnostics and
maintenance. This approach benefits from setting up
the right mix of experienced maintenance technicians
and data scientists.

Another direction of technological innovation imple-
mented by Ansaldo Energiais the Remote Maintenance
enabled by VR/AR technologies.

During the COVID emergency these previous invest-
ments resulted in a further significant advantage as a
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conseqguence of the limitation of on-site inspections.

In particular, the application of VR/AR technologies has
been fundamental to guarantee service operations con-
tinuity to the Customers Power Plants located in the
critical red areas during the most difficult phases of the
COVID-19 emergency. The pre-condition to extract the
maximum value from these technologies is the ability to
capitalise the consolidated knowledge and experiences
of senior technicians that can be shared with the youn-
ger ones.

The use of AR/VR technologies to accelerate the trai-
ning of such resources as well to simulate the digital
twin of the physical operational framework is a further
opportunity that can bring high value also in the new
normal scenario.
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